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Project Description

The project will revolve around assisting the Alexandra Institute in analysing
and implementing oblivious querying of a distributed database. Specifically, we
will be looking at the implementation and performance of private information
retrieval protocols, which will be used as a primitive in the complete system. As
such, we will be implementing multiple protocols which they currently consider
inanundecided language of their choosing. We expect that the project will draw
upon our knowledge of protocols acquired in the Protocol Theory course taught
at Aarhus University, as well as require knowledge of cryptographic primitives
from the Cryptology course (also taught at Aarhus University) and finally, as
PIR protocols tend to use Oblivious Transfer, we will be using Cryptographic
Computing. Oftentimes, a nice theoretical time complexity won't necessarily
guarantee a nice time complexity when used practically, as such, it is of utmost
interest to test the implementations, to decide upon which one to use.

Todo

e Wemustread the survey paper given to us by the Alexandra Institute [1-3]



Consult Alexandra Institute regarding the specifics of the project.

Decide upon which language to implement the protocols in.

e Benchmark each protocol in regards to both memory and time complexity.

Conclude if scope of the project should be extended, based on when we
complete previous step.
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